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10.1 Overview of Traffic Suppression

Definition

Traffic suppression can control broadcast packets, multicast packets, and unknown
unicast packets and to prevent broadcast storms caused by these packets.

Traffic suppression limits the traffic by setting a threshold.

NO TE

Unknown unicast packets refer to unicast packets whose destination MAC addresses have
not been learned by the device.
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Purpose

When receiving broadcast packets, multicast packets, and unknown unicast
packets, the device forwards the packets to other Layer 2 Ethernet interfaces in
the same VLAN if the device cannot determine the outbound interface based on
the destination MAC addresses of packets. When this happens, broadcast storms
may occur on the network and forwarding performance of the device will
deteriorate.

Traffic suppression can control these packets and prevent broadcast storms.

10.2 Understanding Traffic Suppression

10.2.1 Traffic Suppression

Traffic suppression prevents broadcast storms caused by broadcast packets,
multicast packets, and unknown unicast packets in the following modes:

Traffic suppression is configured in the interface view to control the packets per
second, and bits per second of incoming packets. The device monitors rates of
these packets on the interface and compares the rates with the thresholds. When
the rate of incoming traffic reaches the threshold, the system discards excess
traffic.

10.3 Application Scenarios for Traffic Suppression

10.3.1 Traffic Suppression

Figure 10-1 Networking diagram of traffic suppression
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As shown in Figure 10-1,
● Router is connected to a Layer 2 network and a router. To limit the rates of

broadcast, multicast, and unknown unicast packets forwarded by the Layer 2
network, configure traffic suppression on the Layer 2 Ethernet interface
Eth2/0/0 of Router.

● You can also configure Switch A to block the outgoing broadcast, multicast,
and unknown unicast packets on Eth2/0/0 to ensure Layer 2 network security.
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10.4 Licensing Requirements and Limitations for Traffic
Suppression

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Traffic suppression is a basic feature of the router and is not under license control.

Feature Limitations

None

10.5 Default Settings for Traffic Suppression

Table 10-1 lists the default settings for traffic suppression.

Table 10-1 Default settings for traffic suppression

Parameter Default Setting

Traffic suppression on an interface Disabled

Traffic suppression for Internet Control
Message Protocol (ICMP) packets

Disabled

Traffic suppression threshold for ICMP
Packets

100 pps

 

10.6 Configuring Traffic Suppression

10.6.1 Configuring Traffic Suppression on an Interface

Context

Excess broadcast, multicast, or unknown unicast packets will cause broadcast
storms. You can configure traffic suppression for a specified type of packet on an
interface to limit the rate of these packets.
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Pre-configuration Tasks
Before configuring traffic suppression on an interface, configure link layer protocol
parameters for interfaces to ensure that the link layer protocol status on the
interfaces is Up.

Procedure
Step 1 Run system-view

The system view is displayed.

Step 2 Run interface interface-type interface-number

The interface view is displayed.

Step 3 Run { broadcast-suppression | multicast-suppression | unicast-suppression }
{ cir cir-value | packets packets-per-second }

Traffic suppression is configured.

NO TE

On an AR1220E, AR1220EV, or AR1220EVW, the { flood-suppression | broadcast-suppression }
cir cir-value command can only be run in the interface view to configure traffic suppression.
On an AR161EW, AR161EW-M1, AR169EW, or AR169EGW-L, the { broadcast-suppression |
multicast-suppression | unicast-suppression } cir cir-value can only be run in the system view
to configure traffic suppression.
Different types of interfaces support different modes for traffic suppression:
● The CIR value for traffic suppression can be set on the LAN-side GE interfaces and Ethernet

interfaces of the main control board.
● The rate limit in pps can be set on the LAN-side GE interfaces and Ethernet interfaces of

the LPU.
Different models support different types of interfaces, so the supported traffic suppression
modes are different, as listed in Table 10-2.

Table 10-2 Description of the supported traffic suppression modes

Model CIR Rate Limit PPS Rate Limit

AR100&AR120&AR150&
AR160&AR200 series

Supported Not supported

AR1200 series Supported Supported

AR2200&AR3200&AR360
0 series

Not supported Supported

 

----End

10.6.2 Limiting the Rate of ICMP Packets

Applicable Environment
The device receives a large number of ICMP packets from the network, and these
packets consume a lot of CPU resources. Limiting the rate at which ICMP packets
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are received can help reduce the burden of the CPU, ensuring nonstop service
transmission. After this function is configured, the device discards excess packets.

NO TE

After rate limiting of ICMP packets is configured, the device may fail to respond to ping packets.
To make suppression of ICMP packets take effect, disable the fast ICMP reply function.

Procedure
● Configuring the global rate limit for ICMP packets

a. Run system-view

The system view is displayed.
b. Run icmp rate-limit enable

The global ICMP packet rate limiting function is enabled.

By default, the global ICMP packet rate limiting function is disabled on a
device.

c. (Optional) Run icmp rate-limit threshold threshold-value

The global rate limit for ICMP packets is set.

By default, the global rate limit for ICMP packets is 100 pps.
● Configuring the rate limit for ICMP packets on a specified interface

a. Run system-view

The system view is displayed.
b. Run interface interface-type interface-number

The interface view is displayed.
c. Run icmp rate-limit enable

The ICMP packet rate limiting function is enabled on the interface.

By default, the ICMP packet rate limiting function is disabled on a device.
d. (Optional) Run icmp rate-limit threshold threshold-value

The highest rate at which ICMP packets are received on the interface is
set.

By default, the rate limit for ICMP packets on an interface is 100 pps.

----End

10.6.3 Verifying the Traffic Suppression Configuration

Procedure
● Run the display flow-suppression interface interface-type interface-number

command to check the traffic suppression configuration.

----End
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10.7 Configuration Examples for Traffic Suppression

10.7.1 Example for Setting the Rate Limit in pps for Traffic
Suppression

Networking Requirements
As shown in Figure 10-2, RouterA is connected to a Layer 2 network and a Layer 3
RouterB. To limit the number of broadcast, multicast, or unknown unicast packets
forwarded on the Layer 2 network, you can set the rate limit in pps on Ethernet
2/0/0.

Figure 10-2 Network diagram of Setting the Rate Limit in pps for Traffic
Suppression
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Configuration Roadmap
The configuration roadmap is as follows:

● Set the rate limit in pps for traffic suppression on Ethernet 2/0/0.

Procedure

Step 1 Enter the interface view.
<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] interface ethernet 2/0/0

Step 2 Set the rate limit in pps for broadcast packets.
[RouterA-Ethernet2/0/0] broadcast-suppression packets 12600

Step 3 Set the rate limit in pps for multicast packets.
[RouterA-Ethernet2/0/0] multicast-suppression packets 25200

Step 4 Set the rate limit in pps for unknown unicast packets.
[RouterA-Ethernet2/0/0] unicast-suppression packets 12600
[RouterA-Ethernet2/0/0] return

Step 5 Verify the configuration.

Run the display flow-suppression interface command, and you can view the
traffic suppression configuration on Ethernet 2/0/0.

[RouterA] display flow-suppression interface Ethernet 2/0/0
 storm type         rate mode   set rate value                                  
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------------------------------------------------------------------------------- 
 unknown-unicast    pps         pps: 12600(packet/s)                            
 multicast          pps         pps: 25200(packet/s)                            
 broadcast          pps         pps: 12600(packet/s)                            
------------------------------------------------------------------------------- 

----End

Configuration Files
Configuration files on RouterA

#
 sysname RouterA 
#
interface Ethernet2/0/0
 unicast-suppression packets 12600
 multicast-suppression packets 25200
 broadcast-suppression packets 12600  
#
return

10.8 Troubleshooting Traffic Suppression

10.8.1 Broadcast Traffic Suppression Does Not Take Effect

Fault Description
After broadcast traffic suppression is configured on an interface, a broadcast
storm caused by broadcast packets still occurs and service traffic is interrupted.

Common Causes
This fault is commonly caused by one of the following:
● Broadcast suppression is not configured on interfaces, or the broadcast

suppression threshold is set too high.
● Broadcast packets are not discarded on the inbound interface.

NO TE

● Saving the results of each troubleshooting step is recommended. If your troubleshooting
fails to correct the fault, you will have a record of your actions to provide technical
support personnel.

● Troubleshooting for multicast and unknown unicast traffic suppression is similar to that
for broadcast traffic suppression.

Procedure

Step 1 Check that traffic suppression is correctly configured on the related interface.

Run the display flow-suppression interface interface-type interface-number
command in the user view to check whether the values of rate mode and set rate
value in the broadcast field are proper.
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● If these values are inappropriate, run the broadcast-suppression command to
change broadcast traffic suppression parameters.

● If these values are appropriate, go to step 2.

Step 2 Check whether broadcast packets are being discarded in the inbound direction of
the interface.

Use the following methods to check whether broadcast packets are being
discarded in the inbound direction of the interface:

● Run the display interface interface-type interface-number command in the
user view to check whether the value of Input bandwidth utilization
changes greatly after traffic suppression is configured. Normally, after traffic
suppression is configured, bandwidth occupation on an interface decreases if
the interface is discarding excess packets. If the value of Input bandwidth
utilization does not change or changes verify little, go to step 3.

● Add another interface (interface B) to the same VLAN as the interface
(interface A) that is configured with traffic suppression. Then check whether
the volume of the outgoing traffic on interface B is the same as the volume of
the traffic on interface A. If they are different, packets are not discarded in the
inbound direction of interface A. Go to step 3.

Step 3 Collect the following information and contact technical support personnel.
● Results of the preceding troubleshooting procedure
● Configuration file, logs, and alarms of the member switch

----End

10.9 FAQ About Traffic Suppression

10.9.1 Why Is the Actual Suppression Value Different from the
Configured Traffic Suppression Value?

The traffic suppression supported by AR series routers is a type of granularity-
based suppression.

● The AR1200 series use the committed information rate (CIR) mode.
– If the traffic suppression value is between 64 kbit/s and 1000 kbit/s, the

granularity is 64 kbit/s. For example, if the traffic suppression value is set
to 65 kbit/s, the effective traffic suppression value is 64 kbit/s. If the
traffic suppression value is set to 200 kbit/s, the effective traffic
suppression value is 128 kbit/s, and so on.

– If the traffic suppression value is between 1000 kbit/s and 100,000 kbit/s,
the granularity is 1000 kbit/s. For example, if the traffic suppression value
is set to 1001 kbit/s, the effective traffic suppression value is 1000 kbit/s.
If the traffic suppression value is set to 2999 kbit/s, the effective traffic
suppression value is 2000 kbit/s, and so on.

● The AR2200 and AR3200 series use the packet mode. The granularity is 125
packets per second (pps). If the traffic suppression value is set to 10 pps, the
effective traffic suppression value is 0 pps. If the traffic suppression value is
set to 126 pps, the effective traffic suppression value is 125 pps, and so on.
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Therefore, if the traffic suppression value is not set to a multiple of the granularity,
the actual suppression value is different from the traffic suppression value that is
set. Within a specified granularity range, all suppression values are correct.
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